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Race Condition



Concurrency & Race Condition

Concurrency:
- Execution of Multiple flows (threads, processes, tasks, etc).
- If not controlled can lead to non-deterministic behavior.

Race Conditions:
- Software defect/vulnerability resulting from unanticipated execution ordering of 

concurrent flows.
- e.g., two people simultaneously try to modify the same account (withdrawing 

money).



Concurrency Humor

Knock knock.

– “Race condition.”

– “Who’s there?”– “Race condition.”

– “Who’s there?”



Properties

Concurrency property.
- At least two control flows executing concurrently.

Shared object property.
- The concurrent flows must access a common shared race object.

Change state property.
- At least one control flow must alter the state of the race object.



Race Window

A code segment that accesses the race object in a way that opens a window of opportunity for 
race condition.

- Also referred as critical section.

Synchronization Primitives

Traditional approach to avoid race condition:
- Ensure race windows do not overlap.

- Make them mutually exclusive.
- Language facilities - synchronization primitives (SP).

- Semaphores, mutex, locks, etc.
- Deadlock is a risk related to SP.

- Denial of service.

https://www.cs.columbia.edu/~hgs/os/sync.html
https://www.cs.columbia.edu/~hgs/os/sync.html


Semaphore

Semaphores are data structure that provides mutual exclusion to critical sections.
- Block waiters, interrupts enabled within CS.
- Described by Dijkstra in THE system in 1968.

Semaphores support two operations:
- wait(semaphore): decrement, block until semaphore is open.

- Also P(), after the Dutch word for test, or down().
- signal(semaphore): increment, allow another thread to enter.

- Also V() after the Dutch word for increment, or up().



Continue ...
Associated with each semaphore is a queue of waiting processes.

When wait() is called by a thread: 
- If semaphore is open, thread continues.
- If semaphore is closed, thread blocks on queue.

Then signal() opens the semaphore:
- If a thread is waiting on the queue, the thread is unblocked.
- If no threads are waiting on the queue, the signal is remembered for the next thread.

- In other words, signal() has “history” (c.f. condition vars later).
- This “history” is a counter.



Continue ...



Deadlock

A deadlock is the situation where a group of threads wait forever because each of them is 
waiting for resources that are held by another thread in the group (circular waiting).

Semaphore s=1, q=1

process p0 {     
   s.acquire();
   q.acquire();
   ...        
   s.release();
   q.release();
}

process p1 {     
   q.acquire();
   s.acquire();
   ...        
   q.release();
   s.release();
}

Semaphore s=1, q=1;
 
process p0 {           
   // order matters a great deal on the waits
   q.acquire();                   
   s.acquire();                  
   ...                         
   // order does not matter that much on the signals 
   s.release();                 
   q.release();               
}

process p1 {           
   // order matters a great deal on the waits
   q.acquire();                   
   s.acquire();                  
   ...                         
   // order does not matter that much on the signals 
   q.release();                 
   s.release();               
}



Time of Check, Time of Use (ToCToU)

Source of race conditions:
- Trusted (tightly coupled threads of 

execution) or untrusted control flows 
(separate application of process).

ToCToU race conditions:
- Can occur during file I/O.
- Forms a race window by first checking 

some race object and then using it.



Continue ...
Unix runs multiple processes at once.

- Attacker runs a process alongside suid 
program.

- Must attack at exactly right moment.

Processes are scheduled by the OS.
- maybe on multiple CPUs.

Attacker may be able to influence scheduling.
- slow down system, send job control signals.

Attacker may be able to automatically schedule 
attack.

- e.g. Linux inotify API for monitoring file 
system.



CVE Reports



Double-fetch Bugs Precise and Scalable Detection of Double-Fetch Bugs in OS 
Kernels

Common Scenarios:
❏ Dependency lookup.
❏ Protocol/signature checking.
❏ Information guessing.

https://www-users.cs.umn.edu/~kjlu/papers/deadline.pdf
https://www-users.cs.umn.edu/~kjlu/papers/deadline.pdf
https://www-users.cs.umn.edu/~kjlu/papers/deadline.pdf


Data Race

It is the root cause of many subtle 
programming errors involving 
multi-threaded programs (also 
known as synchronization bugs).

A data race is a race condition at the level of atomic memory accesses.



CVE Reports



Data Races vs Race Conditions

Not every race condition is a data race.
- race conditions can occur even when 

there is no shared memory access.
- for example in file systems or network 

access.

Not every data race is a race condition.
- the data race may not affect the result.
- for example if two threads write the 

same value to shared memory.



Mitigation
- Eliminating the race object.
- Checking file properties securely.
- Mutual exclusion.

- Implement mutually exclusive critical sections with mutex/semaphores.
- Avoid sharing objects between signal handler and other program code.

- Thread safe function.
- In multithreaded applications, it is not enough to ensure code is RC free.
- If non-thread safe function is called, treat it as a critical section.

- Use of atomic operations.
- Atomicity implemented by synchronization functions.

- Controlling access to the race object.



Detection
Race condition detection is NP complete.

- Hence approximate detection.
- C/C++ are difficult to analyze statically.

- Time variant is impossible to input.
- Dynamic analysis.

- Random time variants.
- Fails to consider execution path not taken.
- Runtime overhead.



Heap Spray



Heap-based Control Flow Hijacking
C++ uses vtable to implement virtual functions.

After overflow of buf to overwrite vtable.



Heap Overflows in Browser

Problem:
- Browser places shellcode on the heap at 

unknown location.
- How to reliably hijack control flow.



Heap Spraying

A technique used to increase exploit reliability, by filling the heap with large chunks of data 
relevant to the exploit you’re trying to land.

- It can assist with bypassing ASLR.
- A heap spray is not a vulnerability or security flaw.

- Use Javascript to spray heap 
with shellcode (& NOP sleds).

- Then, point vtable pointer 
anyway in the spray area.



Javascript Heap Spraying
Pointing function pointer almost anywhere in heap will cause shellcode to execute.



Vulnerable Buffer Placement
Placing vulnerable buf[256] next to object O:

- By sequence of Javascript allocations and frees make heap look as follows:

- Allocate vuln. buffer in Javascript and cause overflow.
- Successfully used against a Safari PCRE overflow.



Heap Feng Shui
- Reliable heap exploits on IE without spraying.
- Gives attacker full control of IE heap from Javascript.



Defenses

- Protect heap function pointers (e.g. PointGuard).
- Better browser architecture:

- Store JavaScript strings in a separate heap from browser heap.
- OpenBSD heap overflow protection:

- Prevents cross-page overflows.

- Nozzle: detect sprays by prevalence of code on heap.



< Software Attack />


