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Terms

Vulnerability (Bugs): malicious functionality that extends primary, intended design.
- Vulnerabilities may remain invisible until they are exploited.

Exploitation (Attack): identifying input to leverage the vulnerability and either take control of the system or
leak sensitive information.

- Software security = risk management.
- ldentify vulnerabilities.
- Patch vulnerable code.

Management:
- Software auditing (review).
- Security test (automatic).
- Patch development (upgrade).




Software Security Challenge

The foundation of our software stacks is built on top of the unsafe C/C++ programming languages.
- Strong performance.
- Direct access to resources.
- Richlegacy.
- Lack of proactive techniques (e.g. Rust and Go).

Additionally, software are getting complex.
- Demands of more features.
- Compatibility and support of different devices.
- Time gap between vulnerability expose and patch implementation.

Unfortunately, defense mechanism does not consider as feature.
- Expectignorable performance overhead.
- Generic software solution.




C/C++ Application




Top 10 Most Exploited Vulnerabilities 2016-2019

There are plenty of bugs in common programs.
- Fact: Ubuntu Linux has over 99,000 known bugs.
Old vulnerabilities, even fixed, still exist in user systems.
- CVE-2006-3227 is atop threat after almost 10 years!

Office 365 CVE-2017-11882, CVE-2017-0199, CVE-2012-0158, CVE-2019-0604,
CVE-2015-1641

Apache CVE-2017-5638

Windows CVE-2017-0143

Adobe CVE-2018-4878

.Net Framework CVE-2017-8759

Drupal CVE-2018-7600




Vulnerabilities

|

L OO

Buffer overflow.

(4 Stack overflow.
(A Heap overflow.
A Type Confusion.

Integer overflow.
Format string.

Use-after-free.
Double-free.

Lab 1: Buffer Overflow
(Seed Lab)

Lab 3: Format String
(Seed Lab)

—/

Homework 1: Vulnerability

Analysis

Lab 2: Return-to-Libc
(Seed Lab)




Buffer Overflow



Buffer Overflow (BoF)

A buffer overflow occurs when data are written outside of the space allocated to the buffer.
- Unsafe language like C doesn’t check writes are in-bound.
- Many unsafe libc functions: strcpy, strcat, gets, scanf.
- Safe libc versions (e.g., strncpy, strncat) are misleading e.g., strncpy may leave string
unterminated.

Fuzz testing with address sanitizer is a popular method to find buffer overflows.




Statistics

Extremely common bug in C/C++ programs.
e First major exploit: 1988 Internet Worm (fingerd).

Name Description
CVE-2020-9760 An issue was discovered in WeeChat before 2.7.1 (0.3.4 to 2.7 are affected). When a new IRC message 005 is received with longer nick prefixes, a buffer overflow and possibly a crash can happen when a new mode is set for a nick.
CVE-2020-9586 Adobe Character Animator versions 3.2 and earlier have a buffer overflow vulnerability. Successful exploitation could lead to arbitrary code execution.
CVE-2020-9555 Adobe Bridge versions 10.0.1 and earlier version have a stack-based buffer overflow vulnerability. Successful exploitation could lead to arbitrary code execution.
CVE-2020-9552 Adobe Bridge versions 10.0 have a heap-based buffer overflow vulnerability. Successful exploitation could lead to arbitrary code execution.
CVE-2020-9535 fmwlan.c on D-Link DIR-615Jx10 devices has a stack-based buffer overflow via the formWlanSetup_Wizard webpage parameter when f_radius_ip1 is malformed.
CVE-2020-9534 fmwlan.c on D-Link DIR-615Jx10 devices has a stack-based buffer overflow via the formWlanSetup webpage parameter when f_radius_ip1 is malformed.

CVE-2020-9527 Firmware developed by Shenzhen Hichip Vision Technology (V6 through V20, after 2018-08-09 through 2020), as used by many different vendors in millions of Internet of Things devices, suffers from buffer overflow vulnerability that allows unauthenticated
remote attackers to execute arbitrary code via the peer-to-peer (P2P) service. This affects products marketed under the following brand names: Accfly, Alptop, Anlink, Besdersec, BOAVISION, COOAU, CPVAN, Ctronics, D3D Security, Dericam, Elex System,
Elite Security, ENSTER, ePGes, Escam, FLOUREON, GENBOLT, Hongjingtian (HJT), ICAMI, legeek, Jecurity, Jennov, KKMoon, LEFTEK, Loosafe, Luowice, Nesuniq, Nettoly, ProElite, QZT, Royallite, SDETER, SV3C, SY2L, Tenvis, ThinkValue, TOMLOV,
TPTEK, WGCC, and ZILINK.

CVE-2020-9499 Some Dahua products have buffer overflow vulnerabilities. After the successful login of the legal account, the attacker sends a specific DDNS test command, which may cause the device to go down.

CVE-2020-9395 An issue was discovered on Realtek RTL8195AM, RTL8711AM, RTL8711AF, and RTL8710AF devices before 2.0.6. A stack-based buffer overflow exists in the client code that takes care of WPA2's 4-way-handshake via a malformed EAPOL-Key packet with
a long keydata buffer.

CVE-2020-9366 A buffer overflow was found in the way GNU Screen before 4.8.0 treated the special escape OSC 49. Specially crafted output, or a special program, could corrupt memory and crash Screen or possibly have unspecified other impact.

CVE-2020-9276 An issue was discovered on D-Link DSL-2640B B2 EU_4.01B devices. The function do_cgi(), which processes cgi requests supplied to the device's web servers, is vulnerable to a remotely exploitable stack-based buffer overflow. Unauthenticated
exploitation is possible by combining this vulnerability with CVE-2020-9277.

CVE-2020-9257 HUAWEI P30 Pro smartphones with versions earlier than 10.1.0.123(C432E19R2P5patch02), versions earlier than 10.1.0.126(C10E11R5P1), and versions earlier than 10.1.0.160(CO0E160R2P8) have a buffer overflow vulnerability. The software access
data past the end, or before the beginning, of the intended buffer when handling certain operations of certificate, the attacker should trick the user into installing a malicious application, successful exploit may cause code execution.

CVE-2020-9067 There is a buffer overflow vulnerability in some Huawei products. The vulnerability can be exploited by an attacker to perform remote code execution on the affected products when the affected product functions as an optical line terminal (OLT). Affected
product versions include:SmartAX MAS600T versions V8B00R013C10, V8B00R015C00, VB00OR015C10, V8BOOR017C00, VBOOR017C10, VBOOR018C00, VBOOR018C10; SmartAX MA5800 versions V100R017C00, V100R017C10, V100R018C00,
V100R018C10, V100R019C10; SmartAX EA5800 versions V100R018C00, V100R018C10, VI00R019C10.

CVE-2020-8962 A stack-based buffer overflow was found on the D-Link DIR-842 REVC with firmware v3.13809 HOTFIX due to the use of strcpy for LOGINPASSWORD when handling a POST request to the /MTFWU endpoint.

CVE-2020-8955 irc_mode_channel_update in plugins/irc/irc-mode.c in WeeChat through 2.7 allows remote attackers to cause a denial of service (buffer overflow and application crash) or possibly have unspecified other impact via a malformed IRC message 324 (channel
mode).
CVE-2020-8899 There is a buffer overwrite vulnerability in the Quram gmg library of Samsung's Android OS versions O(8.x), P(9.0) and Q(10.0). An unauthenticated, t horized ker sending a specially crafted MMS to a vulnerable phone can trigger a heap-based

buffer overflow in the Quram image codec leading to an arbitrary remote code execution (RCE) without any user interaction. The Samsung ID is SVE-2020-16747.
CVE-2020-8896 A Buffer Overflow vulnerability in the khcrypt implementation in Google Earth Pro versions up to and including 7.3.2 allows an attacker to perform a Man-in-the-Middle attack using a specially crafted key to read data past the end of the buffer used to hold it.
Mitigation: Update to Google Earth Pro 7.3.3.

CVE-2020-8874 This vulnerability allows local attackers to escalate privileges on affected installations of Parallels Desktop 15.1.2-47123. An attacker must first obtain the ability to execute high-privileged code on the target guest system in order to exploit this vulnerability.
The specific flaw exists within the xHCI component. The issue results from the lack of proper validation of user-supplied data, which can result in an integer overflow before allocating a buffer. An attacker can leverage this vulnerability to escalate privileges
and execute code in the context of the hypervisor. Was ZDI-CAN-10032.



http://seclab.cs.ucdavis.edu/projects/vulnerabilities/doves/1.html

Arbitrary Code Execution

Attacker’s goal: take over target machine (e.g., web server).
Execute arbitrary code on target by hijacking control flow.

Targets of Control Flow Hijacking:

Exception handlers.

- Overwrite address of an exception handler in stack

frame.
Function pointers/return addresses.

- Overwrite a function pointer on the heap or the

stack
Longjmp buffers: setimp/longimp.
- Longjmp buffer contains EIP.
Corrupting vtable.

- Overwrite vtable pointer to malicious buffer.

object T

buf[256] Shellcode

FP1
FP2
FP3

method #2

method #3
vtable

object T



http://web.eecs.utk.edu/~huangj/cs360/360/notes/Setjmp/lecture.html

C Program Stack Layout (x86)

int green(int a, int b)

{
char buf[16];
int c; d;

ifCa > b)
cC=a;
else
c = b;

d = blue(c, buf);
return d;

parameter
b
area (caller)
a
return addr
caller’s ebp

callee-saved

green’s initial
stack frame ,
local variables

(buf, c, d)

caller-saved
parameters

for blue i
c
return addr
after blue -
b
is called ol

ebp

esp




Basic Example

#include <string.h>
int main(int argc, char **argv)

{
char buf[64];
strcpy(buf, argv[1l]);
return 0;

ks

Dump of assembler code for main:

0x080483e4 <+0>:
0x080483e5 <+1>:
0x080483e7 <+3>:
0x080483ea <+6>:
0x080483ed <+9>:

0x080483f0 <+12>:
0x080483f4 <+16>:
Ox080483f7 <+19>:
0x080483fa <+22>:
0x080483ff <+27>:
0x08048400 <+28>:

push
mov
sub
mov
mov
mov
lea
mov
call
leave
ret

%ebp

%esp, %ebp

$72,%esp
12(%ebp),%eax

4(%eax) ,%eax
%eax,4(%esp)
-64(%ebp) , %eax

%eax, (%esp)

0x8048300 <strcpy@plt>

argv
argc
return addr

caller’'s ebp

buf (64 bytes)

argv[1]
buf

ebp

esp




Expected Input

#include <string.h>
int main(int argc, char **argv)

{
char buf[64]; argv[1]: “123456” argv
strcpy(buf, argv[1l]);
return 0; arge
i return addr
Dump of assembler code for main: caller's ebp ebp
0x080483e4 <+@>: push  Y%ebp
0x080483e5 <+1>: mov %esp, %ebp
0x080483e7 <+3>: sub $72,%esp
0x080483ea <+6>: mov  12(%ebp),%eax buf (6&bytes)
0x080483ed <+9>: mov 4(%eax) ,%eax
0x080483f0 <+12>: mov %eax,4(%esp)
0x080483f4 <+16>: lea -64(%ebp) , %eax
Ox080483F7 <+19>: mov  %eax,(%esp) argv[1]
0x080483fa <+22>: call  0@x8048300 <strcpy@plt> buf
Ox080483ff <+27>: leave esp
0x08048400 <+28>: ret




Attack Input (Stack Overflow)

#include <string.h>
int main(int argc, char **argv)

{
char buf[64];
strcpy(buf, argv[1l]);
return 0;

g

argv[1]: 68 “A’s+“\xEF\xBE\xAD\xDE\0"

Dump of assembler code for main:

0x080483e4 <+0>:
0x080483e5 <+1>:
0x080483e7 <+3>:
0x080483ea <+6>:
0x080483ed <+9>:

0x080483f0 <+12>:
0x080483f4 <+16>:
0x080483f7 <+19>:
0x080483fa <+22>:

push
mov
sub
mov
mov
mov
lea
mov
call

%ebp

%esp, %ebp
$72,%esp
12(%ebp),%eax
4(%eax) ,%eax
%eax,4(%esp)
-64(%ebp) , %eax
%eax, (%esp)

0x8048300 <strcpy@plt>

overwritten

overwritten

0x080483ff <+27>:
0x08048400 <+28>:

leave
ret

argv
argc
Ox&XE A AR el F
calkakbp
ebp
esp




Continue ...

#include <string.h>
int main(int argc, char **argv)

1
char buf[64];
strcpy(buf, argv[1]);
return 0;

ks

Dump of assembler code for main:
0x080483e4 <+@>: push %ebp
0x080483e5 <+1>: mov %esp, %ebp
0x080483e7 <+3>: sub $72,%esp
0x080483ea <+6>: mov 12(%ebp),%eax
0x080483ed <+9>: mov 4(%eax) ,%eax
0x080483f0 <+12>: mov %eax,4(%esp)
0x080483f4 <+16>: lea -64(%ebp) , %eax
0x080483f7 <+19>: mov %eax, (%esp)
0x080483fa <+22>: call ©@x8048300 <strcpy@plt>
0x080483ff <+27>: leave

0x08048400 <+28>: ret

argv
argc

OxDEADBEEF
AAAA

leave:
1. mov %ebp, %esp
2. pop %ebp

ebp
esp




Continue ...

0x080483e4 <+0>:
0x080483e5 <+1>:
0x080483e7 <+3>:
0x080483ea <+6>:
0x080483ed <+9>:

0x080483f0 <+12>:
0x080483f4 <+16>:
0x080483f7 <+19>:
0x080483fa <+22>:
0x080483ff <+27>:

#include <string.h>
int main(int argc, char **argv)

push
mov
sub
mov
mov
mov
lea
mov
call
leave

0x08048400 <+28>:

ret

&
char buf[64];
strcpy(buf, argv[1l]);
return 0;

ks

Dump of assembler code for main:

%ebp

%esp, %ebp

$72 ,%esp

12(%ebp),%eax

4(%eax) ,%eax
%eax,4(%esp)
-64(%ebp) , %eax

%eax, (%esp)

0x8048300 <strcpy@plt>

argv

arge
OxDEADBEEF

%ebp = AAAA

leave:
1. mov %ebp, %esp
2. pop %ebp

esp




Continue ...

0x080483e4 <+0>:
0x080483e5 <+1>:
0x080483e7 <+3>:
0x080483ea <+6>:
0x080483ed <+9>:

0x080483f0 <+12>:
0x080483f4 <+16>:
0x080483f7 <+19>:
0x080483fa <+22>:
Ox080483ff <+27>:
0x08048400 <+28>:

#include <string.h>
int main(int argc, char **argv)

push
mov
sub
mov
mov
mov
lea
mov
call
leave
ret

{
char buf[64];
strcpy(buf, argv[1]);
return 0;

ks

Dump of assembler code for main:

%ebp

%esp, %ebp

$72,%esp
12(%ebp),%eax

4(%eax) ,%eax
%eax,4(%esp)
-64(%ebp) , %eax

%eax, (%esp)

0x8048300 <strcpy@plt>

%eip = OXDEADBEEF
(crash the process)




Real Example

int ssl_client(client_opt_t opt, char* headers[],
int n_header, unsigned char* output,
int length){

1
2
3
4
s unsigned char buf[16385]; // var for SSL certificate
6 unsigned char psk[32); // vulnerable local buffer
T
8
9

if (strlen(opt.psk)){

1 psk_len = strlen( opt.psk ) / 2;

12

1 // if len(opt.psk)>64 verflow buffer psk
14 for(j = 0;j < strlen( opt.psk );j += 2){

15 c = opt.psk[jl; N

16 .

17 psk([j/2] = c << 4;

18 - >
19 c = opt.psk[j + 1];

20 .

21 psk(j/2] |= c; J

22 }

2 }

24}

Figure 9. Example stack overflow from mbedtls-SGX




Heap Overtlow

#define BUFSIZE 256

int main(int argc, char **argv)
{
char *buf;
buf = (char *)malloc(sizeof (char)

C *c = new C();

strepy (buf, argv[1]); -

* BUFSIZE) ;

buf

Vtable pointer

%

\\7




Type Confusion

When the program accesses the resource using an incompatible type, this could trigger logical errors
because the resource does not have expected properties.

- Memory unsafe language, such as C and C++, type confusion can lead to out-of-bounds memory
access.

C++ Casting Operations:
- Static Casting -> static_cast<ToClass>(Object).
- Dynamic Casting -> dynamic_cast<ToClass>(Object).
- C-style Casting -> (ToClass) (Object).

Type Confusion bugs arises from illegal down-casts. Parent

Child 1 Child 2




Example

#include <iostream>

using namespace std;

class Base{

}; // Parent Class

class Execute
{ // Child of Base Class

public Base

public:
virtual void exec (const char *program) {

system (program) ;
bi
class Greeter public Base
{ // Child of Base Class
public:

virtual void sayHi (const char *str) {

cout << str << endl;

int main () {
Base *bl = new Greeter();
Base *b2 = new Execute();

Greeter *g;

g = static cast<Greeter *>(bl);
"Greeter"
g->sayHi ("Greeter says hi!");

function

g = static cast<Greeter *>(b2);
"Execute"
g->sayHi ("/usr/bin/xcalc") ;

function
to execute calculator
delete bl;

delete b2;

return 0;

//

/7

/7

//

//

Safe Casting to the same type

String passed to sayHi ()

Unsafe Casting to sibling class

String passed to exec()

which will turn into a command



https://bufferoverflows.net/type-confusion-vulnerabilities/
https://bufferoverflows.net/type-confusion-vulnerabilities/

Integer Overflow



C Data Types (x86-32)

short int

unsigned short int
unsigned int

int

long int

signed char

unsigned char

16bits
l6bits
32bits
32bits
32 bits
8bits
8 bits

[-32,768;
[0; 65,535]

32,767]

[0; 4,294,967,295]

[-2,147,483,648;
[-2,147,483,648;
[-128; 127]

[0; 255]

2,147,483,647]
2,147,483,647]




Integer Overtlow

char c; (8 bits) shorts; (16 bits) int m; (32 bits);

Problem: what happens when int exceeds max value?
Integer overflow is often related to sign conversion.

C = Ox80 + Ox80 = 128 + 128 = c=0
s = Oxff80 + 0Ox80 - S =0
m= 0

m = Oxffffff80 + Ox80

J

Can integer overflows be exploited?




CVE Reports

Name
CVE-2020-9852

CVE-2020-9841

CVE-2020-8874

CVE-2020-8844

CVE-2020-6381

CVE-2020-6092

CVE-2020-6073

CVE-2020-5310

Description

An integer overflow was addressed through improved input validation. This issue is fixed in iOS 13.5 and iPadOS 13.5, macOS Catalina 10.15.5, tvOS 13.4.5, watchOS 6.2.5. A malicious application may be able to execute arbitrary code with kernel
privileges.

An integer overflow was addressed through improved input validation. This issue is fixed in macOS Catalina 10.15.5. An application may be able to execute arbitrary code with kernel privileges.

This vulnerability allows local attackers to escalate privileges on affected installations of Parallels Desktop 15.1.2-47123. An attacker must first obtain the ability to execute high-privileged code on the target guest system in order to exploit this vulnerability.
The specific flaw exists within the xHCI component. The issue results from the lack of proper validation of user-supplied data, which can result in an integer overflow before allocating a buffer. An attacker can leverage this vulnerability to escalate privileges
and execute code in the context of the hypervisor. Was ZDI-CAN-10032.

This vulnerability allows remote attackers to execute arbitrary code on affected installations of Foxit Reader 9.6.0.25114. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific
flaw exists within the parsing of JPEG files within CovertToPDF. The issue results from the lack of proper validation of user-supplied data, which can result in an integer overflow before writing to memory. An attacker can leverage this vulnerability to execute
code in the context of the current process. Was ZDI-CAN-9102.

Integer overflow in JavaScript in Google Chrome on ChromeOS and Android prior to 80.0.3987.87 allowed a remote attacker to potentially exploit heap corruption via a crafted HTML page.

An exploitable code execution vulnerability exists in the way Nitro Pro 13.9.1.155 parses Pattern objects. A specially crafted PDF file can trigger an integer overflow that can lead to arbitrary code execution. In order to trigger this vulnerability, victim must
open a malicious file.

An exploitable denial-of-service vulnerability exists in the TXT record-parsing functionality of Videolabs libmicrodns 0.1.0. When parsing the RDATA section in a TXT record in mDNS messages, multiple integer overflows can be triggered, leading to a denial
of service. An attacker can send an mDNS message to trigger this vulnerability.

libimaging/TiffDecode.c in Pillow before 6.2.2 has a TIFF decoding integer overflow, related to realloc.

CVE-2020-4030

CVE-2020-3641

CVE-2020-17360

CVE-2020-15707

CVE-2020-15588
CVE-2020-15137

CVE-2020-15103

CVE-2020-14966

CVE-2020-14401

In FreeRDP before version 2.1.2, there is an out of bounds read in TrioParse. Logging might bypass string length checks due to an integer overflow. This is fixed in version 2.1.2.

Integer overflow may occur if atom size is less than atom offset as there is improper validation of atom size in Snapdragon Auto, Snapdragon Compute, Snapdragon Consumer IOT, Snapdragon Industrial IOT, Snapdragon Mobile, Snapdragon Voice & Music,
Snapdragon Wearables in APQ8009, APQ8053, APQ8096AU, APQ8098, Kamorta, MDM9206, MDM9207C, MDM9607, MSM8905, MSM8909W, MSM8917, MSM8953, MSM8996AU, MSM8998, QCAG6574AU, QCM2150, QCS405, QCS605, QM215,
Rennell, SA6155P, Saipan, SDA660, SDM429, SDM429W, SDM439, SDM450, SDM630, SDM632, SDM636, SDM6E60, SDM845, SDX20, SM6150, SM7150, SM8150, SM8250, SXR2130

** UNSUPPORTED WHEN ASSIGNED ** An issue was discovered in ReadyTalk Avian 1.2.0. The vm::arrayCopy method defined in classpath-common.h contains multiple boundary checks that are performed to prevent out-of-bounds memory read/write.
However, two of these boundary checks contain an integer overflow that leads to a bypass of these checks, and out-of-bounds read/write. NOTE: This vulnerability only affects products that are no longer supported by the maintainer.

Integer overflows were discovered in the functions grub_cmd_initrd and grub_initrd_init in the efilinux component of GRUB2, as shipped in Debian, Red Hat, and Ubuntu (the functionality is not included in GRUB2 upstream), leading to a heap-based buffer
overflow. These could be triggered by an extremely large number of arguments to the initrd cc d on 32-bit archi , or a crafted filesystem with very large files on any architecture. An attacker could use this to execute arbitrary code and bypass
UEFI Secure Boot restrictions. This issue affects GRUB2 version 2.04 and prior versions.

An issue was discovered in the client side of Zoho ManageEngine Desktop Central before 10.0.533. An attacker-controlled server can trigger an integer overflow via a crafted header value.

All versions of HORNDIS are affected by an integer overflow in the RNDIS packet parsing routines. A malicious USB device can trigger disclosure of unrelated kernel memory to userspace applications on the host, or can cause the kernel to crash. Kernel
memory disclosure is especially likely on 32-bit kernels; 64-bit kernels are more likely to crash on attempted exploitation. It is not believed that kernel memory corruption is possible, or that unattended kernel memory disclosure without the collaboration of a
userspace program running on the host is possible. The vulnerability is in "HoRNDIS::receivePacket’. ‘msg_len’, ‘data_ofs", and "data_len" can be controlled by an attached USB device, and a negative value of ‘data_ofs" can bypass the check for “(data_ofs
+data_len + 8) > msg_len’, and subsequently can cause a wild pointer copy in the ‘mbuf_copyback™ call. The soflware is not maintained and no patches are planned. Users of multi-tenant systems with HORNDIS installed should only connect trusted USB
devices to their system.

In FreeRDP less than or equal to 2.1.2, an integer overflow exists due to missing input sanitation in rdpegfx channel. All FreeRDP clients are affected. The input rectangles from the server are not checked against local surface coordinates and blindly
accepted. A malicious server can send data that will crash the client later on (invalid length arguments to a ‘memcpy’) This has been fixed in 2.2.0. As a workaround, stop using command line arguments /gfx, /gfx-h264 and /network:auto

An issue was discovered in the jsrsasign package through 8.0.18 for Node.js. It allows a malleability in ECDSA signatures by not checking overflows in the length of a sequence and '0' characters appended or prepended to an integer. The modified
signatures are verified as valid. This could have a security-relevant impact if an application relied on a single canonical signature.

An issue was discovered in LibVNCServer before 0.9.13. libvncserver/scale.c has a pixel_value integer overflow.




Truncation

Truncation errors occur when
- aninteger is converted to a smaller integer type and
- thevalue of the original integer is outside the range of the smaller type

Low-order bits of the original value are preserved and the high-order bits are lost.

struct s { int main(int argc, char *argv[]) {
unsigned short len;

char buf[];
}; struct s *p = malloc(len + 3);

size_t len = strlen(argv[0]);

p->len = len;

void foo(struct s *p) { strcpy(p->buf, argv[0]);
char buffer[100];
if (p->len < sizeof buffer) foo(p);
strcpy (buffer, p->buf);

// Use buffer }

return 0;




Arithmetic Overflow

An arithmetic overflow error when the result of an
integer operation does not fit within the allocated

memory space.

void func( char *bufl, *buf2, unsigned int lenl, len2)

£
char temp[256];

if (lenl + len2 > 256) {return -1} // length check

memcpy(temp, bufl, lenl); // cat buffers
memcpy(temp+lenl, buf2, len2);

do-something(temp);

What if len1 = 0x80, len2 = Oxffffff80?

len1 +1en2 =0

Second memcpy overflows heap!




Signedness Bugs

Compare two signed integers, assuming nonnegativity.
if (x < 100)
do_something();

Compare a signed and unsigned integer.
if (size < sizeof buffer)
do_something();

Treating a signed negative number as unsigned.
void *p = malloc(size); // size < O




Boeing 787 Integer Overflow

“We have been advised by Boeing of an issue identified during laboratory testing. The software
counter internal to the generator control units (GCUs) will overflow after 248 days of
continuous power, causing that GCU to go into failsafe mode. If the four main GCUs
(associated with the engine mounted generators) were powered up at the same time, after 248
days of continuous power, all four GCUs will go into failsafe mode at the same time, resulting in
aloss of all AC electrical power regardless of flight phase.”

[4910-13-P] DEPARTMENT OF TRANSPORTATION Federal Aviation Administration 14 CFR Part 39 [Docket No.
FAA-2015-0936; Directorate T



https://s3.amazonaws.com/public-inspection.federalregister.gov/2015-10066.pdf
https://s3.amazonaws.com/public-inspection.federalregister.gov/2015-10066.pdf
https://s3.amazonaws.com/public-inspection.federalregister.gov/2015-10066.pdf

Best Practice

Use appropriate types:

Need a size of a count? Use size_t
Need a specific bit-width? Use uint8_t,
uint1é6_t, uint 32 t, uinté64 t, etc.

Need an integer to hold a pointer? Use
intptr _t.

#include <limits.h>

#include <stdlib.h>

int safe _add(int a, int b)
{
if (a > 0 && b > INT MAX - a)
abort () ;
if (a < 0 && b < INT MIN - a)
abort () ;

return a + b;




Format String Vulnerability



Format String Vulnerability

“If an attacker is able to provide the format
string to an ANSI C format function in part or
as awhole, a format string vulnerability is present.”

-scut/team teso




Format String Functions

printf(char *fmt, ...)

- fmt: specifies number and types of arguments.

- ....variable number of arguments.

Function

Purpose

printf

Output a formatted string

sprintf/snprintf/vsprintf/vsnprintf

Prints to a string/checking the length also

fprintf/vfprintf

Prints into a file

syslog

Writes a message to the system log




Common Specifiers in Attacks

%|[flag][width][.precision][length]specifier

Specifier Output Passed as

a pointer to void reference

%d decimal value

%c character

%u unsigned decimal value

%X hexadecimal value

%s string reference

%n wr!te the numper of ch_aracters o —
written so far into a pointer




Stack Layout for Printf

caller

printf

42

s2

s1
fmt

return addr

caller’s ebp

callee-saved

local variables

addr of “world”
addr of “hello”

addr of “%s %s %u”

char s1[] = “hello”;
char s2[] = “world”;
printf(“%s %s %u”, sl, s2, 42);




Example Vulnerable Program

int vulnerable (char *user)

{
}

int correct (char *user)

i
}

printf(user); printf(“%s”, user);

Problem: what if *user = “%s%s%s%s%s%s%s” ?
- Most likely program will crash: DoS

- If not, program will print memory contents: info leak

- Full exploit using user = “%n”




Use of %n in printf()

#include <stdio.h>

int main(int argc, char** argv) {
int c¢;
printf ("Hello world %n before specifier", &c);

printf ("\n%d\n", c);

4 M

printf (argv[l], &c); o -
printf ("\n%d\n", c); oh in printf()

return O;

} printf("geeks for %ngeeks ", &c);

Hence the value 10 ::>

will be stored in ¢ c

There are 10 characters
before the %n
inside the printf() method




Dumping arbitrary memory:

Walk up stack until desired pointer is found.
printf( “%08x.%08x.%08x.%08x| %s|”)

)0 | GUHBGAWAVAUATSHEE ( LESOU

Writing to arbitrary memory:

printf( “hello %n”, &temp) -- writes ‘6’ into temp.
printf( “%08x.%08x.%08x.%08x.%n”)

%hn can modify a two-byte memory space, instead
of four bytes.

Stack

Stack grows in this direction

Adress of ¢
Value of b
Value of a

Address of

Format String

Moving in this direction T

<«

printf()'s internal
pointer




Use-After-Free



Dangling Pointer

A dangling pointer is a pointer variable through which the freed memory is accessed. |

char* p = malloc(100); // memory allocated, p is valid
free(p); // p is freed
puts(p):; // when puts is called p is a dangling pointer

Also known as stale pointer and wild pointer. |




Use-After-Free

A class of vulnerability where data on the heap is freed, but a leftover reference or ‘dangling
pointer’ is used by the code as if the data were still valid.

Causes:

- Wrongly handled error conditions.
Unaccounted for program states.

Confusion over which part of the program is responsible for freeing the memory.

An use-after-free bug is exploitable if the program can be brought in a state in which it can
allocate memory over the freed area.




char *ptr = (char *)malloc(SIZE) ;

if (err)

abrt = 1;
free (ptr) ;

if (abrt)

logError ("operation

aborted before commit",

ptr);



https://hackerone.com/reports/481532

Why are they so well liked?
- Doesn’t require any memory corruption to use.
- Can be used for info leaks.
- Can be used to trigger memory corruption or get control of EIP.

From the defensive perspective, trying to detect use after free vulnerabilities in complex
applications is very difficult, even in industry.

Why?
- UAF’s only exist in certain states of execution, so statically scanning source for them won'’t
go far (+ multithreaded environment).
- Symbolic execution and constraint solvers are helping find these bugs faster.



Prevention

Set all freed pointers to NULL.
- Check null-pointer before using it.
- Nowadays, OS has built-in defense for
null-pointer dereference.

Complexity:
- Need toset all aliased pointers to NULL.
- Free(memory) + Set pointer to NULL needs
to be atomic operation.

char *message;
int message type;

/* Initialize message and message type */
if (message type == value 1) {
/* Process message type 1 */

free (message) ;

message = NULL;

}

V4

if (message type == value 2) {
/* Process message type 2 */
free (message) ;

message = NULL;

}




Malloc Implementation

malloc() maintains a doubly-linked list of free and allocated memory regions:
- Information about a region is maintained in a chunk tag that is stored just before the
region.
- Each chunk maintains:
- A free bit”, indicating whether the chunk is allocated or free.
- Links to the next and previous chunk tags.
- Initially when all memory is unallocated, it is in one free memory region.

Tag Free Region




Continue ...

When a region is allocated, malloc marks the remaining free space with a new tag: ’

tag allocated tag Free Region

When another region is allocated, another tagis created:

tag allocated tag allocated tag Free Region




Free Implementation

When regions are de-allocated, the free function sets the “free bit”: ’

tag allocated tag allocated tag Free Region

free also tries to consolidate adjacent free regions:

tag allocated tag Free Region




Double Free



Double Free

Double Free: Freeing the same chunk of memory twice, without it being reallocated in
between.

An exploitation occurs when the program calls free on a region that contains data set by the
attacker:
- free(q) will try to use the chunk tag located just before the address pointed to by g.
- Inthis case, the “chunk tag” is now actually part of the attacker’s string.
- The attacker can set the values in their “chunk tag” such that free will overwrite a memory
location chosen by the attacker with a value chosen by the attacker.

IEELGRETS) Free Region




Real Example

1 int

2 ecall_change_master_password(const char* old_password,
3 const char* new_password) {
4 if (strlen(new_password) < 8

5 || strlen(new_password)+1 > MAX_ITEM_SIZE)
6 0

7 call_status = ocall_load_wallet(&ocall_ret,

s sealed_data, sealed_size);
9 .

10 sealing_status = unseal_wallet(

1 (sgx_sealed_data_t*)sealed_data,

12 wallet, plaintext_size);
13 ..

14 if (strcmp(wallet->master_password,

15 old_password) != 0) {

16

17 }

18 strncpy(wallet->master_password, new_password,

19 strlen(new_password)+1);
20 e

21 sealing_status = seal_wallet(wallet,

22 (sgx_sealed_data_t*)sealed_data,

23 sealed_size);

24 free(wallet); // first free

25 if (sealing_status != SGX_SUCCESS) {

26 free(wallet); // second free

27 HaE

28 }

29 .

30 }




CVE Reports

Name
CVE-2020-9844
CVE-2020-9795
CVE-2020-9783

CVE-2020-9768
CVE-2020-9633

CVE-2020-9607
CVE-2020-9606
CVE-2020-9567
CVE-2020-9566
CVE-2020-9543

CVE-2020-9320

CVE-2020-9273
CVE-2020-9262

CVE-2020-9065

CVE-2020-8961

CVE-2020-8945
CVE-2020-8649
CVE-2020-8648
CVE-2020-8647
CVE-2020-8600
CVE-2020-8598

CVE-2020-8470

CVE-2020-8468

CVE-2020-8447

Description
Adouble free issue was addressed with improved memory management. This issue is fixed in iOS 13.5 and iPadOS 13.5, macOS Catalina 10.15.5. A remote attacker may be able to cause unexpected system termination or corrupt kernel memory.
A use after free issue was add d with improved memory manag This issue is fixed in iOS 13.5 and iPadOS 13.5, macOS Catalina 10.15.5, tvOS 13.4.5, watchOS 6.2.5. An application may be able to execute arbitrary code with kernel privileges.

A use after free issue was addressed with improved memory management. This issue is fixed in iOS 13.4 and iPadOS 13.4, tvOS 13.4, Safari 13.1, iTunes for Windows 12.10.5, iCloud for Windows 10.9.3, iCloud for Windows 7.18. Processing maliciously
crafted web content may lead to code execution.

A use after free issue was addressed with improved memory management. This issue is fixed in iOS 13.4 and iPadOS 13.4, tvOS 13.4, watchOS 6.2. An application may be able to execute arbitrary code with system privileges.

Adobe Flash Player Desktop Runtime 32.0.0.371 and earlier, Adobe Flash Player for Google Chrome 32.0.0.371 and earlier, and Adobe Flash Player for Microsoft Edge and Internet Explorer 32.0.0.330 and earlier have an use after free vulnerability.
Successful exploitation could lead to arbitrary code execution.

Adobe Acrobat and Reader versions 2020.006.20042 and earlier, 2017.011.30166 and earlier, 2017.011.30166 and earlier, and 2015.006.30518 and earlier have an use-after-free vulnerability. Successful exploitation could lead to arbitrary code execution .
Adobe Acrobat and Reader versions 2020.006.20042 and earlier, 2017.011.30166 and earlier, 2017.011.30166 and earlier, and 2015.006.30518 and earlier have an use-after-free vulnerability. Successful exploitation could lead to arbitrary code execution .
Adobe Bridge versions 10.0.1 and earlier version have an use after free vulnerability. Successful exploitation could lead to arbitrary code execution .
Adobe Bridge versions 10.0.1 and earlier version have an use after free vulnerability. Successful exploitation could lead to arbitrary code execution .

OpenStack Manila <7.4.1, >=8.0.0 <8.1.1, and >=9.0.0 <9.1.1 allows attackers to view, update, delete, or share resources that do not belong to them, because of a context-free lookup of a UUID. Attackers may also create resources, such as shared file
systems and groups of shares on such share networks.

Avira AV Engine before 8.3.54.138 allows virus-detection bypass via a crafted ISO archive. This affects versions before 8.3.54.138 of Antivirus for Endpoint, Antivirus for Small Business, Exchange Security (Gateway), Internet Security Suite for Windows,
Prime, Free Security Suite for Windows, and Cross Platform Anti-malware SDK.

In ProFTPD 1.3.7, it is possible to corrupt the memory pool by interrupting the data transfer channel. This triggers a use-after-free in alloc_pool in pool.c, and possible remote code execution.

HUAWEI Mate 30 with versions earlier than 10.1.0.150(CO0E136R5P3) have a use after free vulnerability. There is a condition exists that the system would reference memory after it has been freed, the attacker should trick the user into running a crafted
application with high privilege, successful exploit could cause code execution.

Huawei smart phone Taurus-ALOOB with versions earlier than 10.0.0.203(CO0E201R7P2) have a use-after-free (UAF) vulnerability. An authenticated, local attacker may perform specific operations to exploit this vulnerability. Successful exploitation may
tamper with the information to affect the availability.

An issue was discovered in Avira Free-Antivirus before 15.0.2004.1825. The Self-Protection feature does not prohibit a write operation from an external process. Thus, code injection can be used to turn off this feature. After that, one can construct an event
that will modify a file at a specific location, and pass this event to the driver, thereby defeating the anti-virus functionality.

The proglottis Go wrapper before 0.1.1 for the GPGME library has a use-after-free, as demonstrated by use for container image pulls by Docker or CRI-O. This leads to a crash or potential code execution during GPG signature verification.
There is a use-after-free vulnerability in the Linux kernel through 5.5.2 in the vgacon_invert_region function in drivers/video/console/vgacon.c.

There is a use-after-free vulnerability in the Linux kernel through 5.5.2 in the n_tty_receive_buf_common function in drivers/tty/n_tty.c.

There is a use-after-free vulnerability in the Linux kernel through 5.5.2 in the vc_do_resize function in drivers/tty/vt/vt.c.

Trend Micro Worry-Free Business Security (9.0, 9.5, 10.0) is affected by a directory traversal vulnerability that could allow an attacker to manipulate a key file to bypass authentication.

Trend Micro Apex One (2019), OfficeScan XG and Worry-Free Business Security (9.0, 9.5, 10.0) server contains a vulnerable service DLL file that could allow a remote attacker to execute arbitrary code on affected installations with SYSTEM level privileges.
Authentication is not required to exploit this vulnerability.

Trend Micro Apex One (2019), OfficeScan XG and Worry-Free Business Security (9.0, 9.5, 10.0) server contains a vulnerable service DLL file that could allow an attacker to delete any file on the server with SYSTEM level privileges. Authentication is not
required to exploit this vulnerability.

Trend Micro Apex One (2019), OfficeScan XG and Worry-Free Business Security (9.0, 9.5, 10.0) agents are affected by a content validation escape vulnerability which could allow an attacker to manipulate certain agent client components. An attempted
attack requires user authentication.

In OSSEC-HIDS 2.7 through 3.5.0, the server component responsible for log analysis (ossec-analysisd) is vulnerable to a use-after-free during processing of syscheck formatted msgs (received from authenticated remote agents and delivered to the
analysisd processing queue by ossec-remoted).




Homework 1
Vulnerability Analysis



